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LAW

The Law of Turkmenistan No.519-V &#8216;0n Information about Private Life and its Protection&#8217; (the &#8216;Data
Protection Law&#8217;) is the main and only law governing matters relating to collection and processing of personal data in

Turkmenistan.

The Data Protection Law was enacted on 20 March 2017, ie after the adoption of the General Data Protection Regulation (the
&#8216;GDPR&#8217;) and entered into force on | July 2017. In fact, the Data Protection Law partly reflects the rules and
principles perpetuated in the GDPR. However, the similarities that can be discovered between the Data Protection Law and the

GDPR are few and in most cases the Data Protection Law implements the simplified approach suggested by the GDPR.
DEFINITIONS

Article | of the Data Protection Law defines the term &#8216;personal data&#8217; as &#8216;any kind of information, which
relates to a certain individual, which is recorded on an electronic, paper or other medium&#8217;. In terms of accessibility,
personal data can be divided into two types: public (such as telephone directory, social media, etc) and restricted. Publicly available
personal data includes information, which is either freely accessible upon consent of the individual (owner of personal data) or

exempted from confidentiality in accordance with the laws of Turkmenistan.

The Data Protection Law additionally introduces a term &#82 | 6;biometric data&#8217; that encompasses any information that
reflects physical and biological characteristics of an individual (owner of personal data). The term is somewhat similar to the term
&#8216;biometric data8#8217; that is envisaged in the GDPR (Article 4(14)) but does not include any reference to physiological
and behavioural characteristics.

Both personal data and biometric data are recognized as confidential under the Data Protection Law and collection and processing

of such data must be limited to the purposes the data is collected for.

In Turkmenistan the Data Protection Law does not provide for a definition of sensitive personal data. It is directly prohibited to
collect specific categories of personal data which, inter alia, includes data on nationality, skin colour, religious and political views,

medical conditions, etc. Collection of such categories of personal data is permissible under the following circumstances:

® Receipt of a written consent of owner of personal information

® Such personal data is publicly available

® Collection of personal data is required for healthcare and health protection of an owner of such personal data

® Collection of personal data is performed by religious or non-commercial organization provided that the collected data
would not be distributed without a prior written consent of owner of personal data

® Collection of personal data is required for implementation of justice and / or investigative activity

NATIONAL DATA PROTECTION AUTHORITY
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There is no special national authority in the field of data protection policy.
REGISTRATION

No registration of a personal data database is required under the Data Protection Law.
DATA PROTECTION OFFICERS

No appointment of a data protection officer is required under the Data Protection Law.
COLLECTION & PROCESSING

Owner of personal data shall give consent on collection and processing of its personal data. Such consent can be delivered in
written or electronic form or by virtue of any other secured means in compliance with Turkmen law.

Any such consent shall include the following information:

® Name (surname, name), address, ID document of an owner of personal data

® Name (surname, name) and the address of the data operator

® Purpose of collecting and processing personal data

® List of personal data to be collected and processed by the data operator

® List of actions related to personal data for the purpose of which the consent is given, a general description of the methods
used to collect and process personal data

® Term of the given consent, as well as the procedure for its withdrawal
No consent is required for collection and processing of personal data for the following purposes:

® Investigatory activity
® Statistical analysis
® Life and health protection, protection of constitutional rights

® |mplementation of international agreements of Turkmenistan, etc
TRANSFER

For the purposes of cross-border transfers of personal data, the relevant consent of owner of personal data is required. Since the
Data Protection Law does not stipulate on whether this should be a separate consent, it is recommended to obtain such consent

together with a general consent on collection and processing of personal data.

Please note that personal data transferred outside Turkmenistan shall also be stored in the territory of Turkmenistan. Personal

data processed for the purpose of statistical and/or scientific analysis shall be de-personalized.

Data operator is not allowed to transfer personal data outside Turkmenistan to a third party by virtue of a contract on collection

and/or processing of personal data.
SECURITY

Article 23 of the Data Protection Law stipulates that data operators shall implement a set of legal, organizational and technical

measures to ensure personal data protection. Such measures shall:

® Uphold the rights to privacy, personal and family secrets

® Ensure integrity and security of personal data

® Confidentiality of personal data

® Allow owner of personal data to have guaranteed access to such personal data

® Prevent unauthorised collection and processing of personal data

Data operators are statutorily obliged to take any necessary and lawful measures to protect personal data and ensure:
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® Prevention of unauthorized access to personal data
® Timely detection of unauthorized access to personal information

® No adverse effects of such unauthorized access to personal data

It is important to note that the obligation of the data operators, as well as any third party acquiring the personal data, to protect
confidentiality of the acquired personal data, arises from the moment such data is collected and shall be effective until the moment

such data is destroyed or depersonalized.
BREACH NOTIFICATION

Data Protection Law does not provide for any provisions regarding breach notification requirements. In other words, data
operators are not obliged to notify the owners of personal data regarding any identified or potential confidentiality breach.
However, the Data Protection Law envisages that data operators are obliged to block any personal data within one working day, if

there is risk that a breach occurred.
ENFORCEMENT

General enforcement of the Data Protection Law is performed by the General Prosecutor&#8217;s Office. However, any suffered

party may file a suit directly to a court.
ELECTRONIC MARKETING

Article 5(8) of the Law of Turkmenistan &#8216;0n Advertising&#8217; prohibits distribution of any information protected by

the law (including personal data) for advertising purposes.
ONLINE PRIVACY

Data Protection Law provisions apply to online privacy as well. There are no other specific regulations that govern online privacy

in Turkmenistan. Data operator shall refer to rules and regulations specified in the Data Protection Law.
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DATA PRIVACY TOOL

You may also be interested in our Data Privacy Scorebox to assess your organization's level of data protection maturity.
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Disclaimer

DLA Piper is a global law firm operating through various separate and distinct legal entities. Further details of these entities can be

found at www.dlapiper.com.

This publication is intended as a general overview and discussion of the subjects dealt with, and does not create a lawyer-client
relationship. It is not intended to be, and should not be used as, a substitute for taking legal advice in any specific situation. DLA
Piper will accept no responsibility for any actions taken or not taken on the basis of this publication.

This may qualify as 'Lawyer Advertising' requiring notice in some jurisdictions. Prior results do not guarantee a similar outcome.
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