DATA PROTECTION

LAWS OF THE WORL J
Ethlopla

. L] 5 A ; |
L] o f . " i
. I DLA PIPER . ~ Downloaded: |13 March 2024
. -
€



DATA PROTECTION LAWS OF THE WORLD

ETHIOPIA

Last modified |2 January 2023

LAW

Ethiopia has several laws that relate to privacy and data security, including:

® The 1995 Constitution of the Federal Democratic Republic of Ethiopia;

® Tthe 2005 Criminal Code of the Federal Democratic Republic of Ethiopia:

® The 1960 Civil Code, the Computer Crime Proclamation No. 958/2016;

® Freedom of the Mass Media and Access to Information Proclamation No. 590/2008 (as amended by the Media
Proclamation No. 1238/2021);

® Federal Advocacy Service Licensing and Administration Proclamation No.1249/2021;

® Telecom Fraud Offence Proclamation No. 761/2012;

® Registration of Vital Events and National Identification Cards Proclamation No. 760/2012 (as amended);

® Federal Tax Administration Proclamation No.983/2016;

® Authentication and Registration of Documents' Proclamation No.922/2015;

® Electronic Signature Proclamation No.1072/2018;

® Communications Service Proclamation No.|148/2019;

® Electronic Signature Proclamation No.1072/2018;

® Electronic Transaction Proclamation No.1205/2020;

® National Bank of Ethiopia (NBE) Licensing and Authorization of Payment Instrument Issuers Directive No. ONPS/01/2020;

® NBE Financial Consumer Protection Directive No. FCP/01/202

DEFINITIONS
Definition of Personal Data
No specific definition is generally applicable.

The Freedom of the Mass Media and Access to Information Proclamation No. 590/2008, applicable to government entities, is

understood to generally define personal data as information about an identifiable individual that relates, but is not limited, to:

® medical, education, academic, employment, financial transaction, professional or criminal history

® ethnic, national or social origin, age, pregnancy, marital status, color, sexual orientation, physical or mental health,
well-being, disability, religion, belief, conscience, culture, language or birth

® an identification number, symbol or other identifier assigned to the individual, address, fingerprints or blood type

® personal opinions, views or preferences, except as relate to another individual

® views or opinions on grant proposals, awards, or prizes granted to another individual, provided such views or opinions are
not associated with the other individual&#8217;s name

® views or opinions of others about the individual, or

® an individual&#8217;s name, in combination with other personal data, or alone, if could reasonably be linked to personal
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data (exception applies for persons deceased for more than 20 years).

Ethiopian Communications Authority&#8217;s Consumers Rights and Protection Directive 2020 defines personal information as
private information and record relating to consumers leading to identify such consumer such as his identity, address or telephone

number and / or traffic and billing data and / or other personal information.
Definition of Sensitive Personal Data

Sensitive personal data is not defined.

NATIONAL DATA PROTECTION AUTHORITY

There is no data protection authority.

REGISTRATION

There is no requirement to register databases or personal data processing activities.
DATA PROTECTION OFFICERS

There is no requirement to appoint a data protection officer.

COLLECTION & PROCESSING

Though Ethiopia has not enacted a specific law to address personal data collection and processing issues, the country&#8217;s
scattered legislative framework is understood to require that personal data be collected and processed with due care and only for
an intended lawful purpose. Obtaining express consent for collecting and processing of personal data is also a requirement under

those scattered provisions.
TRANSFER

No specific geographic transfer restrictions apply in Ethiopia.

However, existing law provides that personal data transfers must be based on the prior written consent of the person whose data

is to be transferred and only for an intended lawful purpose.
SECURITY

There are no specific data security requirements.

The Computer Crime Proclamation No. 958/2016 requires service providers to implement reasonable and necessary security
measures to protect confidential computer traffic data disseminated through their computer systems or communications services

from unlawful and unnecessary access.

Ethiopian Communications Authority&#8217;s Sim Card Registration Directive requires Telecommunication Operators to take all

reasonable steps to ensure the security and confidentiality of its subscribers&#8217; registration details.
BREACH NOTIFICATION

There is no general breach notification requirement in Ethiopia.

However, the Computer Crime Proclamation No. 958/2016 requires service providers with knowledge that a crime stipulated by
the Proclamation (including breach of privacy via unauthorized access) has been committed by a third party through the computer
system it administers to immediately notify the Information Network Security Agency, report the crime to police, and take

appropriate measures.

Ethiopian Communications Authority&#8217;s Sim Card Registration Directive under Article 24 obliges a telecommunication
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operator to notify the Ethiopian Communications Authority of any data breach that compromises subscribers&#8217; information

within seven (7) business days from discovery of the breach. The operator shall also notify the affected subscriber of such breach.
ENFORCEMENT

Ethiopian courts are responsible for enforcing data protection and privacy provisions in the law.

ELECTRONIC MARKETING

Electronic Transaction Proclamation No.1205/2020 backed by Electronic Signature Proclamation No.1072/2018 regulate aspects of

electronic marketing in addition to general contract law and commercial law provisions.
ONLINE PRIVACY

There are several provisions in Ethiopian law to regulate online privacy. For example, the Computer Crime Proclamation No.

958/2016 criminalizes the unauthorized access to, and illegal interception and damage of, computer data.
The Proclamation further prohibits the use of computer systems to disseminate advertisements absent addressee consent.

The new Media Proclamation obliges online Media to protect the data of users and obtain explicit consent from users when

circumstances requiring users&#8217; data to be made available to third parties.
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DATA PRIVACY TOOL

You may also be interested in our Data Privacy Scorebox to assess your organization's level of data protection maturity.
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Disclaimer

DLA Piper is a global law firm operating through various separate and distinct legal entities. Further details of these entities can be

found at www.dlapiper.com.

This publication is intended as a general overview and discussion of the subjects dealt with, and does not create a lawyer-client
relationship. It is not intended to be, and should not be used as, a substitute for taking legal advice in any specific situation. DLA
Piper will accept no responsibility for any actions taken or not taken on the basis of this publication.

This may qualify as 'Lawyer Advertising' requiring notice in some jurisdictions. Prior results do not guarantee a similar outcome.
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