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Welcome to the 15th update of the Data Protection Laws of the World 
handbook. Data protection and privacy laws continue to evolve at pace, 
reflecting responses to technological change, increasing data driven ‑
business models and heightened expectations around accountability and 
enforcement. Alongside jurisdiction specific reform, a number of clear ‑
global trends are emerging, including increasing enforcement action, 
greater data localization and complexities with data transfers, and closer 
alignment between data protection, cybersecurity and wider digital 
regulation, all set within a backdrop of heightened geopolitical tensions. As 
a result, keeping track of developments across jurisdictions has become 
both more important and more challenging for organisations operating 
internationally. 

Recent legislative and enforcement developments

This edition reflects another busy year for privacy and data protection, with 
new legislation taking effect in key markets such as India, while 
enforcement of established data protection laws, such as those in Europe, 
continues to be influenced by an increasingly complex geopolitical 
environment and escalating cyber threats.

Developments in the United States

In the United States, consumer privacy laws continue to rapidly develop at 
the state level, with the passage of more than 20 state comprehensive 
consumer privacy laws and increased state and multi-state enforcement. 
Recently, minor privacy laws have been passed and taken effect in a 
number of states, imposing privacy obligations and restrictions on 
websites and online services that provide services that are directed at 
minors under 18 years old or that collect personal information about 
known minors under 18 years old. In addition to increased regulator 
enforcement, privacy litigation is on the rise in the United States  key –
areas of focus for privacy litigation and class action risk include minor 
privacy and safety, online tracking, data breaches and cyber incidents, text 
marketing, and biometrics.

Responding to a rapidly evolving landscape

To support clients in navigating this fast moving landscape, Data ‑
Protection Laws of the World will now be updated twice per year, reflecting 
the accelerating pace of reform within the data protection and privacy 
landscape and the growing need for up to date, practical insight.‑ ‑
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Bahrain enacted Law No. 30 of 2018 with respect to Personal Data Protection (" ") PDPL
on July 12, 2018. The PDPL is the main data protection regulation in Bahrain. The PDPL 
came into force on August 1, 2019, and supersedes any law with contradictory 
provisions. On March 17, 2022, the Personal Data Protection Authority (" ") Authority
has issued 10 ministerial resolutions supplementing the PDPL (" "). The Resolutions
Resolutions cover the following:

duties of the Data Protection Officer and related fees; 
technical and organisational measures;
notification procedures;
rules regarding data processing;
rules regarding processing of sensitive personal data;
rules regarding data subject rights;
rules regarding how public registers must treat personal data;
rules regarding data relating to criminal proceedings;
rules regarding making complaints to the Authority; and
rules regarding the transfer of personal data outside Bahrain.

Definition of personal data

Personal data is defined under the PDPL as any information of any form related to an 
identifiable individual, or an individual who can be identified, directly or indirectly, 
particularly through their personal identification number, or one or more of their 
physical, physiological, intellectual, cultural or economic characteristics or social 
identity.

Definition of sensitive personal data

Sensitive personal data is a subset of personal data. It is personal data which reveals, 
directly or indirectly, the individual's race, ethnicity, political or philosophical views, 

https://www.dlapiperdataprotection.com/
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Data protection officers

Registration

National data protection 
authority

religious beliefs, union affiliation, criminal record or any data related to their health or 
sexual life. Sensitive personal data requires more rigorous treatment by data 
controllers.

Under the PDPL, the Authority will have power to investigate violations of the PDPL on 
its own, at the request of the responsible minister, or in response to a complaint.

The Authority can issue orders to stop violations, including issuing emergency orders 
and fines. Civil compensation is also allowed for any individual who has incurred 
damage arising from the processing of their personal data by the data controller, or 
violating the provisions of the PDPL by a business's data protection officer. Finally, the 
most concerning feature of the PDPL for businesses is that it carries criminal penalties 
for violations of certain provisions.

Decree No. 78 of 2019 (the " ") was enacted to determine the administrative Decree
authority that will assume the mandated functions and powers of the Authority. This 
Decree came into force September 29, 2019.

Article I of the aforementioned Decree appoints the Ministry of Justice, Islamic Affairs 
and Endowments (the " ") as the Authority for the protection of personal data Ministry
in accordance with the provisions of the PDPL, on a temporary basis pending the 
financial allocation of the Authority in the general budget of Bahrain and the issuance 
of a decree forming the Board of Directors pursuant to Article 39 of the PDPL.

The Minister of the Ministry will assume the functions and powers prescribed to Board 
of Directors of the Authority and the Chairman of Board of Directors, in accordance 
with the provisions of the PDPL The Undersecretary of the Ministry will assume the 
same functions and powers as the Executive Chairman.

The Authority must create a register of data protection officers. To be accredited as a 
data protection officer, an individual must be registered in that register.

Data controllers may voluntarily appoint a data protection officer, however all licensed 
financial institutions are required to appoint a data protection officer. 

The data controller may appoint an external or internal data protection officer. 
The conditions for registering an internal data protection officer: 

The individual must be an employee of the data controller or of one of its 
subsidiaries or branches or be part of a regional or international group under the 
same ownership.

The individual must have permanent residency in Bahrain.

The conditions for registering an external data protection officer: 

https://www.dlapiperdataprotection.com/
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Collection and processing

For Natural Persons

Must be fully legally competent.

Must hold at least a Bachelor s degree in Information Technology or possess a ’
professional certification in information security, information security audit or 
cybersecurity. Alternatively, must have a minimum of two years of practical 
experience in any of the foregoing fields.

Must be of good standing and must not have been finally convicted of any offence 
involving breach of trust, honour or integrity, nor of any crime involving breach of 
professional ethics, unless reinstated.

Must not have been dismissed from employment pursuant to a disciplinary 
decision, nor had their professional license revoked or suspended under a 
disciplinary ruling.

For Legal Persons 

Must be licensed to operate in Bahrain.

Must be engaged in providing legal, audit, information technology, management 
consulting, accounting or risk management services.

Must employ at least three individuals who meet the eligibility requirements 
applicable to natural persons.

Must satisfy any additional conditions set by the Board of Directors.

A data protection officer must help the data controller in exercising its rights and 
fulfilling its obligations prescribed under the PDPL. The data protection officer also has 
a number of other roles, including liaising with the Authority, verifying that personal 
data is processed in accordance with the PDPL, notifying the Authority of any violations 
of the PDPL that the data protection officer becomes aware of and maintaining a 
register of processing operations that the data controller must notify the Authority 
about.

Processing is defined under the PDPL as any operation or set of operations carried out 
on personal data by automated or non-automated means, such as collecting, 
recording, organizing, classifying in groups, storing, modifying, amending, retrieving, 
using or revealing such data by broadcasting, publishing, transmitting, making them 
available to others, integrating, blocking, deleting or destroying them.

Processing of personal data can only occur with the consent of the data subject, unless 
the processing is necessary:

to implement a contract to which the data subject is a party;

to take steps at the request of the data subject to conclude a contract;

to implement an obligation required by law, contrary to a contractual obligation or 
an order from a competent court;

to protect the vital interests of the data subject; or

https://www.dlapiperdataprotection.com/
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Transfer of personal data

to exercise the legitimate interests of the data controller or any third party to whom 
the data is disclosed, unless this conflicts with the fundamental rights and freedoms 
of the data subject.

Processing of sensitive personal data is also prohibited without the consent of the data 
subject, except when the processing:

is required by the data controller to carry out their obligations;

is necessary for the protection of the data subject;

of the data is made available to the public by the data subject;

is necessary to exercise any of the procedures of claims of legal rights or the 
defence thereof;

is necessary for the purposes of preventive medicine, medical diagnosis, provision 
of healthcare, treatment or management of healthcare services;

is carried out within the activities of associations, unions and other non-profit 
organisations;

is carried out by a competent public entity; or

is related to the race or ethnicity, if they are necessary to ascertain equal 
opportunities or treatment of the society's individuals.

Data controllers are prohibited from processing the following personal data types 
without the prior written authorization of the Authority:

automatic processing of sensitive personal data of data subjects who cannot 
provide consent;

automatic processing of biometric data;

automatic processing of genetic data (unless such processing was provided by 
physicians and specialists at a licensed medical establishment and is necessary for 
purposes of preventative medicine or diagnostic medicine, or purposes to provide 
treatment or healthcare);

automatic processing of personal data files that are in the possession of two or 
more data controllers that are processing personal data for different purposes; or

processing that consists of visual recording to be used for monitoring purposes.

Transfers of personal data out of Bahrain is prohibited unless the transfer is made to a 
country or region that provides sufficient protection to personal data. The Authority 
has listed the countries in which it deems provides adequate regulatory and legislative 
protection for personal data. Data controllers would be permitted to transfer personal 
data directly to the states, countries and territories listed in the regulation, without 
obtaining prior authorization from the Authority. The list of 83 countries are as follows:

Andorra, Bulgaria, Denmark, French Guiana, Iceland, Argentina, Canada, Ecuador, 
Georgia, India, Australia, Chile, Egypt, Germany, Ireland, Austria, China, Estonia, 

https://www.dlapiperdataprotection.com/


7D A T A  P R O T E C T I O N  L A W S  O F  T H E  W O R L D  B A H R A I N                                                                  |             | D L A P I P E R D A T A P R O T E C T I O N . C O M                                                 

Security

Greece, Isle of Man, Belgium, Colombia, Falkland Islands, Guernsey, Israel, Bolivia, 
Croatia, Faroe Islands, Guyana, United Kingdom, Brazil, Cyprus, Finland, Hong Kong, 
Italy, Brunei, Czech Republic, France, Hungary, Japan, Luxembourg, Nigeria, Russia, 
Switzerland, Jersey, Macau, Norway, San Marino, Thailand, Jordan, Malaysia, Oman, 
Singapore, Ukraine, Kazakhstan, Malta, Pakistan, Slovakia, United Arab Emirates, 
Kingdom of Saudi Arabia, Mexico, Paraguay, Slovenia, United States of America, 
Kuwait, Monaco, Peru, South Korea, Uruguay, Latvia, Morocco, Poland, Spain, 
Vatican, Liechtenstein, Netherlands, Portugal, Suriname, Venezuela,Lithuania, New 
Zealand, Romania and Sweden.                       

Data controllers can also transfer personal data to countries that are not determined 
to have sufficient protection of personal data where:

the transfer occurs pursuant to a permission to be issued by the Authority on a 
case-by-case basis, if it deems that the

data will be sufficiently protected;

if the data subject has consented to that transfer;

if the data to be transferred has been extracted from a register that was created in 
accordance with the PDPL for the purpose of providing information to the public, 
regardless of whether viewing of this register is available to everyone or limited to 
the parties concerned in accordance with specific terms and conditions. In this 
instance, one shall have to satisfy the terms and conditions prescribed for viewing 
the register before viewing that information;

if the transfer is necessary for any of the following:

to implement a contract between the data subject and the data controller, or to 
undertake preceding steps at the data subject's request for the purpose of 
concluding a contract;

to implement or conclude a contract between the data controller and a third 
party for the benefit of the data subject;

to protect the data subject's vital interests;

to implement an obligation imposed by the PDPL (even if this is contrary to the 
contractual obligation), or to implement an order issued by a competent court, 
the public prosecution, the investigating judge or the military prosecution; or

to prepare, execute or defend a legal claim.

The PDPL requires that data controllers apply technical and organizational measures 
capable of protecting the data against unintentional or unauthorized destruction, 
accidental loss, unauthorized alteration, disclosure or access, or any other form of 
processing.

The PDPL requires that the Authority's Board of Directors issues a decision specifying 
the terms and conditions that the technical and organizational measures must satisfy. 
The decision may require specific activities by applying special security requirements 
when processing personal data.

https://www.dlapiperdataprotection.com/
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Enforcement

Breach notification

Data controllers must also use data processors who will provide sufficient guarantees 
about applying the technical and organizational measures that must be adhered to 
when processing the data. Data controllers must also take reasonable steps to verify 
that data processors comply with these measures.

The data controller shall establish specific procedures to inform the Personal Data 
Protection Authority of the occurrence of any violation or breach of data within a 
period not exceeding (72) hours from the date of its discovery, unless if the such 
personal data breach would not affect the rights of data subjects.

The Authority can issue orders to stop violations, including emergency orders and 
fines. Civil compensation is also allowed for any individual who has incurred damage 
arising from the processing of their personal data by the data controller, or arising 
from the data protection officer's violation of the PDPL Appeals can be made against 
decisions of the Authority.

The PDPL also carries a range of criminal penalties and administrative fines for 
violating certain provisions.

Criminal penalties of imprisonment of not more than one year and / or a fine between 
BHD 1,000 to BHD 20,000, can be issued against any individual who: 

processes sensitive personal data in violation of the PDPL;

transfers personal data outside Bahrain to a country or region in violation of the 
PDPL;

processes personal data without notifying the Authority;

fails to notify the Authority of any change made to the data of which they have 
notified the Authority;

processes certain personal data without prior authorization from the Authority;

submits to the Authority or the data subject false or misleading data to the contrary 
of what is established in the records, data or documents available at their disposal;

withholds from the Authority any data, information, records or documents which 
they should provide to the Authority or enable it to review them in order to perform 
its missions specified under the PDPL;

causes to hinder or suspend the work of the Authority's inspectors or any 
investigation which the Authority is going to make; and / or

discloses any data or information which they are allowed to have access to, due to 
their job or which they used for their own benefit or for the benefit of others 
unreasonably and in violation of the provisions of the PDPL.

https://www.dlapiperdataprotection.com/
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For more information

Online privacy

Electronic marketing Under the PDPL, data controllers must notify the data subject when data is collected 
directly or indirectly of whether data will be used for direct marketing purposes. Notice 
is important because it alerts data subjects of their right to object to any direct 
marketing relating to their personal data.

There is no specific online privacy regulation in Bahrain.

Data protection lawyers
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